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Table 1. Descriptive statistics

Panel A: Summary statistics (N = 4,266)
Mean S.D. P10 P50 P90

ID theft reports (×103) 1.42 5.32 0.08 0.28 2.47
Net branch closures 2.9 14.2 −1 1 8
∆ Branch (−) 3.9 12.0 0 1 8
∆ Branch (+) 1.0 7.0 0 0 1
Over 60 18.4 7.1 10.5 17.2 26.8
Male 50.1 1.3 48.6 50.1 51.6
Unemployed 6.6 2.9 3.6 6.0 10.5
White 76.6 13.5 60.0 80.0 90.0
High school 88.2 5.4 82.0 89.3 93.5
Household income (×103) 56.1 13.0 41.8 53.8 72.8
Population (×105) 7.3 15.8 1.2 2.7 15.6

Panel B: Pairwise correlations (% pts.)
A B C D E F G H

A ID theft reports
B Net branch closures 57
C Over 60 4 10
D Male (9) (11) (40)
E Unemployed 1 0 (17) 1
F White (28) (16) 5 7 (3)
G High school 0 4 28 (11) (2) 22
H Household income 28 22 29 (21) 0 (23) 36
I Population 76 57 (6) (2) 1 (27) (1) 31

Panel A reports the summary statistics of the variables used in our main analysis.
The MSA-year number of ID theft reports is compiled by the Consumer Sentinel
Network of the U.S. Federal Trade Commission. Branch closures are computed
from the Summary of Deposits files of the Federal Deposit Insurance Corpora-
tion. MSA-year demographic data are collected from the U.S. Census Bureau. The
statistics for the variables over 60, male, unemployed, white, and high school are
reported in percentage points. Panel B reports the Pearson pairwise correlation
coefficients between the variables used in the main test. Correlation coefficients
are rounded to their nearest integers and expressed in percentage points. Negative
values are contained in parentheses.
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Table 2. Bank branch closures and identity theft

Dependent variable: ID theft reports
(1) (2) (3) (4)

Net branch closures 213.42*** 88.04*** 145.22*** 145.02***
(5.91) (3.21) (5.48) (5.46)

Cybersecurity −903.51*
(1.89)

Over 60 −104.14** −106.65 −104.02
(1.97) (1.61) (1.57)

Male −162.83*** −167.60*** −166.67***
(3.74) (3.48) (3.46)

Unemployed 0.00*** 0.00* 0.00*
(2.64) (1.91) (1.88)

White −63.49** −67.87** −67.84**
(2.39) (2.30) (2.30)

High school −77.15*** −91.05*** −91.72***
(2.92) (2.62) (2.63)

log(Household income) 759.87 275.03 232.82
(0.62) (0.17) (0.15)

log(Population) 674.88 1,102.31 1,014.13
(0.49) (0.49) (0.45)

Sample All All 2014–22 2014–22
# Obs. 4,266 4,266 3,126 3,126
R2 0.324 0.690 0.718 0.719
MSA FE 3 3 3
Year FE 3 3 3

This table presents estimates fromOLS regressions. The dependent variable is the num-
ber of ID theft reports at the MSA-year level, collected from the Consumer Sentinel Net-
work database of the U.S. Federal Trade Commission. The key independent variables
are net branch closures and cybersecurity. The variable net branch closures is the net
year-on-year decrease in the number of bank branches within an MSA. The variable cy-
bersecurity is the average number of bot and fraud detection technologies deployed by
banks that operate branches within an MSA. We collect data on banks’ technological de-
ployments from the BuiltWith database. Standard errors are clustered at the MSA level.
Absolute values of t-statistics are reported in parentheses. *, **, *** indicate statistical
significance at the 10%, 5%, and 1% levels, respectively.
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Table 3. Merger exposures and identity theft

Average treatment effects on treated (ATTs)
(1) (2)

Outcome: Net branch closures ID theft reports
Pre-exposure −0.21 30.27

(0.21) (1.44)
Post-exposure 3.51*** 726.89***

(3.15) (2.65)
Overall 2.79*** 455.56***

(2.90) (2.72)
Wald estimate 163.28***

(4.75)
This table presents ATTs on net branch closures and ID theft reports
from the Callaway and Sant’Anna (2021) difference-in-differences
estimator. The variable net branch closures is the net year-on-year
decrease in the number of bank branches within anMSA. The MSA-
year number of ID theft reports is collected from the Consumer Sen-
tinel Network database of the U.S. Federal Trade Commission. The
pre (post)-exposure averages are the aggregated ATTs before (after)
merger exposures. An MSA is first exposed in the year when a
merger occurs between large banks that both have branches in the
area. Standard errors are clustered at the MSA level. Standard
errors of the Wald estimates are computed using the delta method.
Absolute values of t-statistics are reported in parentheses. *, **,
*** indicate statistical significance at the 10%, 5%, and 1% levels,
respectively.
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Table 4. (continued)

Panel A. Comparison of MSAs with(out) branch closures upon merger exposure
Conditional on exposure:

Characteristics Branch
closures > 0

Branch
closures = 0 Diff. t-stat

Digital adoption (having:)
Internet subscription 75.8 76.1 −0.2 (0.17)
Desktop / laptop 77.6 77.5 0.2 (0.11)
Smartphone 74.4 74.2 0.2 (0.18)
Demographics
Over 60 11.7 11.0 0.7 (0.87)
Male 50.8 50.7 0.1 (0.54)
Unemployed 10.6 9.7 0.9 (1.56)
White 78.8 78.0 0.8 (0.31)
High school 86.3 87.0 −0.7 (0.69)
Household income (×103) 47.0 46.9 0.1 (0.08)
Population (×105) 5.84 6.05 −0.21 (0.14)
Num. branches 165.5 174.0 −8.5 (0.21)
This table compares the characteristic means betweenMSAs that, conditional on exposure
to large bankmergers, (i) have at least one branch closure, and (ii) have no branch closures.
We report the differences in characteristic means and their corresponding t-statistics.
Demographic characteristics are taken from the year 2010. Measures of digital adoption
are taken from the year 2015 (earliest year availabl
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Table 4. (continued)

Panel B. Complier characteristics analysis

Characteristics Full
sample Compliers Never-

takers
Always-
takers

Digital adoption (having:)
Internet subscription 74.7 76.2 76.0 73.6
Desktop / laptop 76.6 77.0 77.4 76.1
Smartphone 72.8 72.6 73.8 72.3
Demographics
Over 60 11.7 11.2 11.0 12.1
Male 50.8 50.5 50.7 50.9
Unemployed 10.2 11.6 9.7 10.1
White 80.2 83.7 78.0 80.3
High school 86.1 84.0 87.0 86.2
Household income (×103) 45.9 46.6 46.9 45.2
Population (×105) 4.15 4.94 6.05 3.04
Num. branches 120.9 119.8 174.0 95.8
Proportion of sample (% pts.) 100 19 26 55
This table compares the characteristic means of complier MSAs with those of the full
sample and non-compliers. Compliers are MSAs that (do not) encounter at least one
branch closure due to the (absence) presence of merger exposures. Always-takers
(Never-takers) are MSAs that would (not) have closed branches regardless of merger
exposures. Characteristic means of compliers and non-compliers are computed using
the methodology outlined in Marbach and Hangartner (2020). Demographic charac-
teristics are taken from the year 2010. Measures of digital adoption are taken from
the year 2015 (earliest year available). We report in percentage points the proportions
of the sample made up of compliers, never-takers, and always-takers.
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Table 5. Bank branch closures and consumer complaints

Dependent variable (×102): 1(Complaint)
(1) (2) (3)

Type of complaint Any ID theft ID theft
Net branch closures 3.26*** 0.34*** 0.17**

(9.78) (3.71) (2.00)
Over 60 0.19*** 0.00

(5.99) (0.30)
Male −0.06** −0.03***

(2.54) (4.13)
Unemployed 0.26*** 0.00

(4.60) (0.48)
White −0.16*** −0.01***

(9.75) (8.09)
High school 0.07*** 0.01***

(2.80) (3.83)
log(Household income) 7.36*** −0.18**

(8.12) (2.33)
log(Population) 4.90*** 0.12***

(28.07) (6.47)

# Obs. 1,374,000 1,374,000 1,374,000
R2 0.115 0.011 0.251
County FE 3 3
Month FE 3 3
Bank-County FE 3
County-Month FE 3
Bank-State-Month FE 3

This table presents estimates from OLS regressions. The dependent
variable is 1(complaint), an indicator that switches on if a bank re-
ceives a CFPB complaint in a county-month. In columns 2 and 3,
we use the bart-large-mnli model (Yin, Hay, Roth, 2019) to identify
CFPB complaints that are related to identity theft. The key indepen-
dent variable is net branch closures, which is the net decrease in the
number of bank branches over the past 180 days in the county. All
standard errors are clustered at the county level. Standard errors in
column 3 are additionally clustered at the bank-month level. Absolute
values of t-statistics are reported in parentheses. *, **, *** indicate
statistical significance at the 10%, 5%, and 1% levels, respectively.
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Table 6. Heterogeneous effects of bank branch closures on identity theft

Average treatment effects on treated (ATTs)
(1) (2) (3) (4)

Net branch
closures

ID theft
reports

Net branch
closures

ID theft
reports

Panel A. Bank mergers by branch reliance:
High Low

Pre-exposure 0.47 64.28** 0.42** 53.93*
(1.14) (2.25) (2.26) (1.81)

Post-exposure 19.52*** 4,444.48*** 1.70** 656.88***
(2.76) (2.58) (2.05) (3.03)

Overall 11.67*** 2,362.36*** 1.03 440.27***
(2.70) (2.92) (1.48) (3.09)

Wald estimate 202.43*** 428.33
(8.76) (1.70)

Panel B. Bank mergers by digital focus:
Low High

Pre-exposure 0.15 12.15 0.27 5.35
(0.49) (1.38) (1.29) (0.72)

Post-exposure 3.27*** 555.73*** 2.66 119.29
(2.79) (2.78) (1.59) (1.01)

Overall 1.93** 281.70** 2.66* 229.06*
(2.20) (2.30) (1.72) (1.94)

Wald estimate 145.96*** 86.11*
(2.52) (1.80)

(Continued next page)
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Table 6. (continued)

Average treatment effects on treated (ATTs)
(1) (2) (3) (4)

Net branch
closures

ID theft
reports

Net branch
closures

ID theft
reports

Panel C. Bank mergers by consumer tech-savviness:
Low High

Pre-exposure 0.15 −4.34 0.43 45.67
(0.37) (0.97) (1.55) (1.50)

Post-exposure 2.47** 534.21** 5.21*** 1,120.46***
(2.20) (2.17) (3.19) (2.74)

Overall 1.91** 398.31** 3.79*** 668.13***
(2.02) (2.31) (2.79) (2.62)

Wald estimate 208.54*** 176.29***
(10.56) (3.03)

This table presents ATTs on net branch closures and ID theft reports from the
Callaway and Sant’Anna (2021) difference-in-differences estimator. The vari-
able net branch closures is the net year-on-year decrease in the number of bank
branches within an MSA. The MSA-year number of ID theft reports is collected
from the Consumer Sentinel Network database of the U.S. Federal Trade Com-
mission. The pre (post)-exposure averages are the aggregated ATTs before (after)
merger exposures. An MSA is first exposed in the year when a merger occurs be-
tween large banks that both have branches in the area. We classify bankmergers
based on the (i) branch reliance of the acquirer (Panel A), (ii) digital focus of the
acquirer (Panel B), and (iii) consumer tech-savviness in the exposed MSA (Panel
C). The branch reliance of a bank is the ratio of its number of branches to its total
deposits. The digital focus of a bank is the ratio of the download volume of its
mobile app on the Google Play Store to its number of branches. The consumer
tech-savviness of an MSA is the proportion of consumers who have internet sub-
scriptions. Standard errors are clustered at the MSA level. Standard errors of
the Wald estimates are computed using the delta method. Absolute values of t-
statistics are reported in parentheses. *, **, *** indicate statistical significance
at the 10%, 5%, and 1% levels, respectively.
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Table 7. Merger exposures and consumer-level mobile app usage

Average treatment effects on treated (ATTs)
(1) (2)

Outcome: Net branch closures Mobile app usage
Pre-exposure 0.002 0.311

(0.15) (0.41)
Post-exposure 0.125*** 2.285***

(9.82) (2.76)
Overall 0.098*** 2.446**

(8.73) (2.11)
Wald estimate 24.91**

(2.04)
This table presents ATTs on net branch closures and mobile
app usage from the Callaway and Sant’Anna (2021) difference-in-
differences estimator. The variable mobile app usage is the num-
ber of hours spent on all mobile applications, except mobile banking
apps, in a month by each Android smartphone user in an opted-in
panel from the Global Wireless Solutions Magnify database. The
variable net branch closures is the net decrease in the number of
bank branches in the month, matched to the consumer’s residence
at the county level. The pre (post)-exposure averages are the aggre-
gated ATTs before (after) merger exposures. An MSA is first ex-
posed in the monrh when a merger occurs between large banks with
branches in the area. Standard errors are clustered at the consumer
level. Standard errors of theWald estimates are computed using the
delta method. Absolute values of t-statistics are reported in paren-
theses. *, **, *** indicate statistical significance at the 10%, 5%,
and 1% levels, respectively.
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Table 8. Merger exposures and consumption patterns

Average treatment effects on treated (ATTs)
(1) (2) (3)

Outcome: Net branch
closures

Online
spending gap

Online
transaction gap

Pre-exposure 0.213** 0.000 −0.002
(1.98) (0.08) (1.11)

Post-exposure 0.415*** 0.016*** 0.015**
(4.42) (2.72) (2.30)

Overall 0.311*** 0.011** 0.009**
(3.79) (2.39) (2.01)

Wald estimate — 0.036*** 0.030***
— (2.90) (2.58)

This table presents ATTs on net branch closures, online spending gap, and
online transaction gap from the Callaway and Sant’Anna (2021) difference-
in-differences estimator. The variable online spend gap (online transaction
gap) is the monthly dollar value (number) of online transactions less that
of offline transactions in an MSA, scaled by the monthly dollar value (num-
ber) of all transactions in an MSA. Transactions data are collected from the
SafeGraph database. The variable net branch closures is the net decrease in
the number of bank branches in the month within an MSA. The pre (post)-
exposure averages are the aggregated ATTs before (after) merger exposures.
An MSA is first exposed in the month when a merger occurs between large
banks that both have branches in the area. Standard errors are clustered at
the MSA level. Standard errors of the Wald estimates are computed using
the delta method. Absolute values of t-statistics are reported in parenthe-
ses. *, **, *** indicate statistical significance at the 10%, 5%, and 1% levels,
respectively.
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Table 9. Merger exposures and unwanted calls

Average treatment effects on treated (ATTs)
(1) (2) (3) (4)

Outcome: Net branch
closures

Unwanted
calls

Marketing
calls

Unwanted
calls (net)

Pre-exposure 0.052 −0.838 −0.232 −0.719
(0.31) (0.78) (0.44) (0.64)

Post-exposure 1.134*** 2.109** −1.308 2.692**
(4.81) (2.03) (1.37) (2.33)

Overall 1.135*** 2.105** −1.271 2.690**
(4.81) (2.02) (1.35) (2.33)

Wald estimate — 1.855* −1.120 2.370**
— (1.86) (1.30) (2.10)

This table presents ATTs on net branch closures, unwanted calls, market-
ing calls, and unwanted calls (net) from the Callaway and Sant’Anna (2021)
difference-in-differences estimator. Themonthly numbers of unwanted calls and
marketing calls are reported by consumers in a county to the the U.S. Federal
Trade Commission. The variable unwanted calls (net) is defined as the number
of unwanted calls less that of marketing calls. The variable net branch closures
is the net decrease in the number of bank branches in a county over the past 180
days. The pre (post)-exposure averages are the aggregated ATTs before (after)
merger exposures. A county is first exposed in the month when a merger occurs
between large banks that both have branches in the area. Standard errors are
clustered at the county level. Standard errors of the Wald estimates are com-
puted using the delta method. Absolute values of t-statistics are reported in
parentheses. *, **, *** indicate statistical significance at the 10%, 5%, and 1%
levels, respectively.
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Table 10. Bank branch closures and phishing sites

(1) (2) (3) (4)
In-sample Out-of-sample

Dependent variable: Phishing
exposure

ID theft reports
(×103)

Phishing
exposure

ID theft reports
(×103)

Net branch closures 0.024*** 0.058***
(6.09) (9.08)

MSA phishing 14.59* 4.05***
(1.95) (2.91)

Over 60 0.25** 0.06
(2.33) (0.71)

Male 0.07 −0.12
(0.72) (1.31)

Unemployed 0.00 0.00
(1.21) (0.14)

White −0.05** 0.02
(2.28) (1.00)

High school −0.16*** 0.11
(2.69) (1.24)

log(Household income) −1.44 0.63
(0.99) (0.46)

log(Population) −0.88 14.36*
(0.41) (1.74)

Unit of obs. Bank-MSA-Month MSA-Year Bank-MSA-Month MSA-Year
Sample period 2018–22 2018–22 2018–19 2020–22
# Obs. 49,888 1,725 12,723 1,063
R2 0.001 0.834 0.006 0.946
MSA FE 3 3
Year FE 3 3

This table presents estimates from OLS regressions. The dependent variable phishing exposure in
column 1 is the month-over-month change in the number of websites that use the favicon of a legiti-
mate bank website but lack secure-sockets-layer (SSL) certification, weighted by the population of an
MSA where the bank operates. The independent variable net branch closures is the net month-on-
month decrease in the number of bank branches within an MSA. The dependent variable in column
2 is the number of ID theft reports, collected from the Consumer Sentinel Network database of the
U.S. Federal Trade Commission. The key independent variable MSA phishing is the weighted sum of
predicted phishing exposure, aggregated to the MSA-year level. The sum is weighted by the number
of branches operated by banks in a given MSA-year. Columns 3 and 4 are the out-of-sample analogs
of columns 1 and 2. Standard errors are clustered at the MSA level. Absolute values of t-statistics
are reported in parentheses. *, **, *** indicate statistical significance at the 10%, 5%, and 1% levels,
respectively.
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Grand Theft Identity:
The Privacy Costs of Digitalization

Kenny Phua Chishen Wei Gloria Yang Yu

Abstract

The Internet Appendix contains supplementary information and additional
tests for the paper “Grand Theft Identity: The Privacy Costs of Digitaliza-
tion”. The contents of the Internet Appendix are organized as follows. Sec-
tion IA.1 reports detailed statistics of identity theft reports. Section IA.2
tabulates the list of entities that contribute data to the FTC Consumer Sen-
tinel Network database. Section IA.3 provides additional details on the con-
sumer response to branch closures. Section IA.4 presents additional details
on the complier characteristics analysis. Section IA.5 details annual im-
puted financial losses from identity theft due to branch closures. Section
IA.6 provides causal evidence on the effect of branch closures on identity
theft from synthetic difference-in-differences estimations.
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IA.1 Detailed statistics on identity theft reports
We present detailed statistics on identity theft reports from the Federal Trade

Commission (FTC) Consumer Sentinel Network database in 2023. Panel A pro-
vides a breakdown of these reports by the types and subtypes of identity theft.
Panel B provides a breakdown of these reports by identity theft types and age
groups.

- Table IA.1 here -

IA.2 Data contributors of the FTC Consumer Sen-
tinel Network database

We provide the list of organizations that provide data to the FTC Consumer
Sentinel Network database.

- Table IA.2 here -

IA.3 Details on consumer response to branch clo-
sures.

Table IA.3 contains the full regressions results that underpin Figure 3 in the
main text.

- Table IA.3 here -

IA.4 Details on the complier characteristics anal-
ysis

In this section, we provide details on our complier characteristics analysis. To
fix ideas, every MSA has two unobserved potential treatment indicators D(0) and
D(1) that manifest an observed treatment D ∈ {0,1} representing the presence of
branch closures. The indicator Z switches on if an MSA is exposed to mergers.
The matrix below maps the treatment responses to Z of the subpopulations.
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D(Z = 0) D(Z = 1)

Compliers 0 1
Always-Takers 1 1
Never-Takers 0 0
Defiers 1 0

Because we only observe the realized treatment D but not D(0) and D(1), we
cannot classify individual MSAs into subpopulations. Specifically, compliers and
always-takers assigned to the exposure group (Z = 1) are observably identical. The
same applies to compliers and never-takers assigned to the control group (Z = 0).
Marbach and Hangartner (2020) proposes a framework to estimate the mean of a
characteristic X within subpopulations by imposing four assumptions.

Assumption 1 (Monotonicity). D(1)≥ D(0).

Assumption 2 (Independence of instrument). D(0),D(1), X ⊥⊥ Z.

Assumption 3 (Relevance condition). E[D | Z = 1] 6= E[D | Z = 0].

Assumption 4 (Probability bounds on assignment). 0<Pr(Z = 1)< 1.

Assumption 1 is standard in IV analysis and posits that the instrument cannot
have an opposite effect on any subpopulation, thereby ruling out defiers (Angrist,
Imbens, Rubin, 1996). Assumption 2 implies the independence of Z with both X
and D(Z), which holds if merger exposures are randomly assigned across MSAs.
Assumption 3 is the relevance condition, which guarantees that the fraction of
compliers is nonzero. The assumption 4 strictly bounds the probability of assign-
ment between 0 and 1 to ensure there is variation in Z across MSAs.

Under assumptions 1 and 2, observable and unobservable always-takers draw
from the same distribution of X . So, we can profile the characteristic mean for
always-takers by focusing on the observable subset of nonencouraged (Z = 0)MSAs
that experience branch closures:

E[X | D(0)= D(1)= 1]= E[X | D = 1, Z = 0] (IA.1)

By the same logic, we can profile the characteristic mean for never-takers by fo-
cusing on encouraged (Z = 1) MSAs that do not experience branch closures:

E[X | D(0)= D(1)= 0]= E[X | D = 0, Z = 1] (IA.2)
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We cannot immediately estimate the characteristic means for compliers be-
cause they are observably identical to always-takers and never-takers when Z = 1
and Z = 0, respectively. Instead, we first decompose the population mean into a
linear combination of subpopulation means by the Law of Iterated Expectations:

E[X ]= E[X | D(1)> D(0)] ·Pr[D(1)> D(0)]

+ E[X | D(1)= D(0)= 1] ·Pr[D(1)= D(0)= 1]

+ E[X | D(1)= D(0)= 0] ·Pr[D(1)= D(0)= 0]

(IA.3)

Substituting in equations (IA.1) and (IA.2) and expanding all conditionals, we can
express the characteristic mean for compliers as a function of observables.

E[X | D(1)> D(0)]=
(
E[X ]− E[X1{D=0,Z=1}]

Pr[Z = 1]
− E[X1{D=1,Z=0}]

1−Pr[Z = 1]

)
(
1− Pr[D = 0, Z = 1]

Pr[Z = 1]
− Pr[D = 1, Z = 0]

1−Pr[Z = 1]

)−1 (IA.4)

IA.5 Details on quantifying the effects of branch
closures on identity theft

Table IA.4 tabulates the annual statistics used to impute financial losses from
identity theft due to branch closures.

- Table IA.4 here -

IA.6 Synthetic difference-in-differences estimation
To create a more credible counterfactual trajectory, we estimate synthetic

difference-in-differences models (Arkhangelsky, Athey, Hirshberg, Imbens, et al.,
2021) that optimally weight unexposed MSAs to create granular counterfactu-
als. Specifically, we create synthetic control units by optimally weighting never-
exposed MSAs to match exposed MSAs on pre-treatment residualized outcomes,
obtained after partialling out the covariates listed in Table 2. This procedure is
equivalent to matching directly on pre-exposure outcomes and covariates, as de-
scribed in Section 4.2.2 of the main text.

- Table IA.5 here -
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The results in Table IA.5 are consistent with our findings in Section 4.2 of the
main text. We find no statistically significant preexposure differences in branch
closures and identity theft between exposed and unexposedMSAs, suggesting that
merger exposures are as good as randomly assigned with respect to these out-
comes. Column 1 shows that MSAs exposed to large bank mergers encounter 1.13
(t = 2.13) more branch closures, on average. The reduced-form model in Column
2 shows that such MSAs also have 144.02 (t = 2.82) more cases of identity theft.
Taking the overall ATTs in both columns together, a branch closure leads to an
increase of 127.45 (t = 2.22) identity theft reports, a magnitude similar to that
estimated in Table 3.
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Table IA.1. Detailed statistics on identity theft reports

Panel A. Breakdown of identity theft reports by types
Identity theft type Subtype Num. reports

Credit card New accounts 381,122
Existing accounts 44,855

Loan or lease

Apartment or house rented 13,201
Auto loan/lease 52,070
Business/personal loan 81,342
Federal student loan 6,815
Non-federal student loan 10,921
Real estate loan 7,551

Bank account
Debit cards, electronic funds transfer, or ACH 42,148
Existing accounts 18,723
New accounts 84,335

Govt. documents or benefits
Driver’s license issued/forged 8,977
Govt. benefits applied for/received 82,419
Other govt. documents issued/forged 9,096
Passport issued/forged 1,623

Employment or tax-related Employment or wage-related 31,207
Tax 60,970

Phone or utilities

Landline telephone – existing accounts 1,125
Landline telephone (new accounts) 4,578
Mobile telephone (existing accounts) 7,853
Mobile telephone (new accounts) 43,225
Utilities (existing accounts) 1,896
Utilities (new accounts) 28,725

Other identity theft

Email or social media 19,534
Evading the law 5,526
Insurance 11,402
Medical services 13,683
Online shopping or payment account 18,058
Other 205,505
Securities accounts 5,513

(Continued next page)

5



Table IA.1. (continued)

Panel B. Breakdown of identity theft reports by age groups
Age group < 19 20-29 30-39 40-49 50-59 60-69 70-79 > 80

Identity theft type
Bank account 1,833 20,558 36,859 28,804 20,589 14,339 7,076 2,132
Credit card 2,501 71,900 122,246 84,604 53,438 27,974 10,899 2,852
Employment or tax-related 13,774 16,826 17,827 13,765 10,869 7,877 3,899 1,261
Govt. documents or benefits 1,989 11,373 21,791 19,095 16,061 9,692 3,274 987
Loan or lease 874 26,152 44,611 30,730 20,437 11,264 4,117 1,069
Other identity theft 2,415 42,673 66,702 45,545 27,768 13,665 5,174 1,417
Phone or utilities 622 13,653 23,066 16,770 11,801 6,974 2,582 650
This table presents detailed statistics on identity theft reports from the Federal Trade Commission (FTC) Consumer Sentinel
Network database in 2023. Panel A provides a breakdown of these reports by the types and subtypes of identity theft. Panel B
provides a breakdown of these reports by identity theft types and age groups. A single consumer report can span more than one
type/subtype of identity theft.
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Table IA.2. Data contributors to the FTC Consumer Sentinel Network database

AARP Fraud Watch Network
Alaska Attorney General
Apple Inc.
Arvest Bank
AT&T Corporation
Australian Competition and Consumer Commission
Best Buy Co. Inc.
Canada Competition Bureau
Capital One Bank
Colorado Attorney General
Comcast Corporation
Connecticut Department of Consumer Protection
Consumer Financial Protection Bureau
Corporation for National and Community Service
Costco Wholesale Corporation
Craigslist
Cybercrime Support Network
Discover Bank
Dominion Energy
eBay
FedEx
First National Bank of Omaha
Florida Attorney General, Office of Citizen Services
Florida Department of Agriculture and Consumer Services
Grants.gov
Handshake
Hawaii Office of Consumer Protection
Hewlett-Packard
Idaho Attorney General
Indeed
Indiana Attorney General
International Association of Better Business Bureaus
Internet Crime Complaint Center
Iowa Attorney General
Iowa, Clinton County Sheriff’s Office
JPMorgan Chase & Co.
LinkedIn
Los Angeles County Department of Consumer Affairs
Louisiana Attorney General
Maine Attorney General
Massachusetts Attorney General
MasterCard International
Michigan Attorney General
Microsoft Corporation Cyber Crime Center
Mississippi Attorney General
MoneyGram International

(Continued next page)
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Table IA.2. (Continued)

National Consumers League
National Council on Aging
National Grid
Nebraska Attorney General
Nevada Attorney General
Nevada Department of Business and Industry
New Mexico, Albuquerque
New York State Attorney General
North Carolina Department of Justice
Ohio Attorney General
Ohio, Cuyahoga County Department of Consumer Affairs
Oregon Department of Justice
Pennsylvania Attorney General
PeopleClaim
PepsiCo, Inc.
Petscams.com
PrivacyStar
Prosperity Bank
Publishers Clearing House
Rent Group, Inc.
Sages Theater, Inc.
Scam Advisor
Scam Detector
Society of Citizens Against Relationship Scams
South Carolina Department of Consumer Affairs
Tennessee Division of Consumer Affairs
U.S. Bureau of Prisons
U.S. Citizenship and Immigration Services
U.S. Customs and Border Protection
U.S. Department of Defense
U.S. Department of Education
U.S. Department of Health and Human Services, Office of Inspector General
U.S. Department of Justice, Consumer Protection Branch
U.S. Department of Justice, Disaster Fraud Task Force
U.S. Department of Justice, Elder Fraud Hotline
U.S. Department of Justice, Executive Office for Immigration Review
U.S. Department of Justice, Task Force on Market Integrity and Consumer Fraud
U.S. Department of the Treasury, Internal Revenue Service
U.S. Department of Veterans Affairs
U.S. Drug Enforcement Administration
U.S. Federal Bureau of Investigation
U.S. Federal Communications Commission
U.S. Marshals Service
U.S. Parole Commission
U.S. Patent and Trademark Office
U.S. Postal Inspection Service
U.S. Social Security Administration

(Continued next page
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Table IA.2. (Continued)

United Parcel Service
USA.gov
Utilities United Against Scams
Valve Corporation
Verizon Wireless
Walmart Corporation
Washington State Attorney General
Western Union Company
Wisconsin Department of Agriculture, Trade and Consumer Protection
Xerox Corporation
Zelle
Zillow Group

This table contains the list of data contributors to the Federal Trade Commission (FTC) Consumer Sen-
tinel Network database.
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Table IA.3. Elasticity of bank branch visits

Dependent variable: Bank branch visits
(1) (2) (3) (4)

Distance band 0–1 miles 1–2 miles 2–3 miles 19–20 miles
Net branch closures 14.77*** 3.29 3.83 0.19

(2.61) (1.24) (1.65) (0.17)
Over 60 −2.37*** −2.40*** −2.39*** −2.42***

(4.66) (4.63) (4.63) (4.71)
Male 0.13 0.19 0.20 0.20

(0.17) (0.24) (0.26) (0.26)
Unemployed 0.00*** 0.00*** 0.00*** 0.00***

(6.35) (6.33) (6.32) (6.33)
White −0.01*** −0.01*** −0.01*** −0.01***

(5.71) (5.73) (5.73) (5.71)
High school −1.26** −1.20** −1.21** −1.16**

(1.97) (1.93) (1.93) (1.82)
log(Household income) −97.66*** −97.99*** −97.91*** −98.73***

(6.41) (6.44) (6.48) (6.45)
log(Population) 49.47*** 48.66*** 48.60*** 48.64***

(8.49) (8.05) (8.06) (8.06)

# Obs. 11,676,567 11,676,567 11,676,567 11,676,567
R2 0.595 0.595 0.595 0.595
County-Week FE 3 3 3 3
Bank-Week FE 3 3 3 3
County cluster 3 3 3 3
Bank cluster 3 3 3 3
Week cluster 3 3 3 3

Implied elasticity 18.1% 5.1% 7.8% 0.7%
This table presents estimates fromOLS regressions. The dependent variable is bank
branch visits—the weekly number of visits received by a bank branch, compiled by
the pass_by database. For every bank branch, we merge in the net branch closures of
neighboring bank branches that are within the distance band stated in each column.
The variable net branch closures is the net decrease in the number of bank branches
over the past 180 days. We calculate the distances separating bank branches using
their latitude and longitude coordinates. These coordinates are sourced from the
FDIC SOD dataset and through geocoding the pass_by branch addresses via the
Google Maps geocoding API. t-statistics are reported in parentheses.
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Table IA.4. Quantifying the effects of branch closures on identity theft

Imputed effects from calendar ATTs
(1) (2) (3) (4) (5)

Year ATT ATT Wald estimate Total Total losses
(Net branch closures) (ID theft reports) = (2) / (1) num. reports (U.S.$ million)

2011 2.60 −3.60 −1.38 4,973 6.40
2012 3.40 2.79 0.82 476 0.60
2013 3.39 221.65 65.37 73,868 104.46
2014 4.63 244.01 52.66 94,525 98.76
2015 3.43 351.36 102.35 144,005 79.83
2016 1.40 285.66 204.04 309,740 166.27
2017 2.50 198.85 79.61 183,186 125.60
2018 2.73 235.93 86.46 177,838 163.15
2019 1.65 521.01 315.28 680,686 612.84
2020 2.15 972.88 453.48 740,994 1,035.07
2021 2.30 604.49 262.94 982,351 1,884.40
2022 4.41 554.20 125.62 406,888 1,408.09

This table presents effects of branch closures on identity theft imputed from the Callaway and Sant’Anna (2021) cal-
endar ATTs. The calendar ATT in a year is the average treatment effect for a MSA that is or is already exposed to
large bank mergers in that year. Columns 1 and 2 present the calendar ATTs for net branch closures (i.e., the first
stage) and the number of ID theft reports (i.e., the second stage), respectively. Column 3 presents the Wald estimates,
which are the ratios of the second-stage estimates to the first-stage estimates. The Wald estimate represents the
causal effect of one instrumented net branch closure on the number of ID theft reports. Column 4 imputes the num-
ber of ID theft reports by multiplying the Column 3 estimates by the actual net branch closures in MSA-years and
aggregating them to the year level. Column 5 imputes the total losses by multiplying the imputed number of ID theft
reports in the MSA-year by the average loss per report in the state-year and aggregating them to the year level.
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Table IA.5. Synthetic difference-in-differences: Merger exposures and identity theft

Average treatment effects on treated (ATTs)
(1) (2)

Outcome: Net branch closures ID theft reports
Pre-exposure 0.03 −5.72

(0.20) (0.93)
Post-exposure 1.72*** 177.42***

(5.44) (4.36)
Overall 1.13** 144.02***

(2.13) (2.82)
Wald estimate 127.45**

(2.22)
This table presents ATTs on net branch closures and ID theft re-
ports from the Arkhangelsky, Athey, Hirshberg, Imbens, et al.
(2021) synthetic difference-in-differences estimator. Synthetic con-
trol units are constructed by optimally weighting never-exposed
MSAs to match exposed MSAs on pre-treatment residualized out-
comes, obtained after partialling out the covariates listed in Table
2. This procedure is equivalent to matching directly on pre-exposure
outcomes and covariates, as described in Section 4.2.2 of the main
text. The variable net branch closures is the net year-on-year de-
crease in the number of bank branches within an MSA. The MSA-
year number of ID theft reports is collected from the Consumer Sen-
tinel Network database of the U.S. Federal Trade Commission. The
pre (post)-exposure averages are the aggregated ATTs before (after)
merger exposures. An MSA is first exposed in the year when a
merger occurs between large banks that both have branches in the
area. Standard errors are clustered at the MSA level. Standard
errors of the Wald estimates are computed using the delta method.
Absolute values of t-statistics are reported in parentheses.
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